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Remetente: "Camila Silva - NTI Brasil" <casi@ntibrasil.com.br>
Para: "Comissao Permanente de Licitacoes" <cplc.appa@appa.pr.gov.br>

"Augusto Macedo - NTI Brasil" <auma@ntibrasil.com.br>, "Governo - NTI Brasil"
<governo@ntibrasil.com.br>, "Isabel Filipe - NTI Brasil" <isfi@ntibrasil.com.br>, "Sandra
Silva - NTI Brasil" <sasi@ntibrasil.com.br>, "Rayane Rezende - NTI Brasil"
<rare@ntibrasil.com.br>

Data: 27/07/2026 16:58 (12 minutos atras)

Assunto: RES: Diligéncia LE SAP 449 |ote 01
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Com Cépia:

Prezado Pregoeiro, Sr. Délcio, boa tarde!

Em atendimento a solicitacdo, encaminhamos, em anexo, o Oficio contendo os
esclarecimentos e a confirmagao de atendimento a todos os requisitos técnicos
apontados na analise do setor requisitante, conforme previsto no Edital e no Termo de
Referéncia.

Permanecemos a disposicao em caso de duvidas.

Atenciosamente,

Camila Silva

Departamento Comercial - Licitagdes
casi@ntibrasil.com.br
Americana/SP

(19) 3621-0731

Ramal: 1014

(19) 99799-9497
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Ligue gratis — Todo Brasil

. 4003-7914 (©19 3475-4100

www.ntibrasil.com.br

De: Camila Silva - NTI Brasil

Enviada em: quinta-feira, 23 de julho de 2026 15:33

Para: 'Comissao Permanente de Licitacoes' <cplc.appa@appa.pr.gov.br>

Cc: Augusto Macedo - NTI Brasil <auma@ntibrasil.com.br>; Governo - NTI Brasil <governo@ntibrasil.com.br>; Isabel
Filipe - NTI Brasil <isfi@ntibrasil.com.br>; Sandra Silva - NTI Brasil <sasi@ntibrasil.com.br>

Assunto: RES: Diligéncia LE SAP 449 lote 01

Prezado Pregoeiro, Sr. Délcio, boa tarde!

Acusamos o recebimento da solicitagdo de diligéncia.

Informamos que, dentro do prazo estabelecido, apresentaremos os esclarecimentos e
as comprovacgoes pertinentes, conforme os requisitos pontuados na solicitagao.

Atenciosamente,

Camila Silva
Departamento Comercial - Licitagdes

casi@ntibrasil.com.br

Americana/SP
(19) 3621-0731
Ramal: 1014
(19) 99799-9497

#4 AUTODESK Adobe Bl Microsoft Pistionm
Platinum Partnar | 'ﬁ Platinum Reseller BN s :1-. ons Partner | = Partrees

Ligue gratis — Todo Brasil

R 4003-7914 (919 3475-4100

about:blank 2/4



27/07/2026, 17:13 about:blank

www.ntibrasil.com.br

Enviada em: quinta-feira, 23 de julho de 2026 14:19

Para: Camila Silva - NTI Brasil <casi@ntibrasil.com.br>

Cc: Augusto Macedo - NTI Brasil <auma@ntibrasil.com.br>; Governo - NTI Brasil
<governo@ntibrasil.com.br>

Assunto: Diligéncia LE SAP 449 |ote 01

Some people who received this message don't often get email from cplc.appa@appa.pr.gov.br. Learn why this is important

Referente LE N© 499/2026,

Protocolo SAP n© 10000000499 - LOTE 01

Boa tarde,

Realizada a competente analise da habilitacao técnica pelo setor requisitante,
conforme documento em anexo, foi identificado que a empresa nao atendeu
integralmente aos requisitos técnicos do edital e termo de referéncia, para o que
solicitamos, em diligéncia os esclarecimentos / documentos necessarios ao
prosseguimento do certame.

Prazo de resposta: 03 (trés) dias Uteis ou seja até até o final do dia 28/07/2026.

Colocamo-nos a disposicdo para eventuais esclarecimentos.

Délcio Chicora

Pregoeiro
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| |

PORTOS .
7 DO PARANA

Comissao Permanente de Licitacoes

(41)3420-1173 | cplc.appa@appa.pr.gov.br
https://www.portosdoparana.pr.gov.br

Esta mensagem pode conter informagdes confidenciais e/ou privilegiadas. E vedado o uso e replicagdo destas informagdes se vocé nao for um dos
destinatarios. Em caso de recebimento por engano, por favor, avise o remetente e descarte-a. O remetente e a Celepar ndo se responsabilizam por qualquer

erro ou alteracdo da mensagem em fungao de sua transmissao via Internet.
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OFICIO N° 0372/2026

A
Administracao dos Portos de Paranagua e Antonina — APPA
A/C: Comisséao de Contratagéo / Pregoeiro

Ref.: Licitagao Eletrénica n° 449/2026
Processo n° 1000000449
Lote 1 — Autodesk

Assunto: Manifestagcao quanto a Analise Técnica de Diligéncias

Prezados Senhores,

A NTI BRASIL SOLUGOES DIGITAIS LTDA, inscrita no CNPJ sob n° 66.582.784/0001-11, vem,
respeitosamente, em atencdo a analise técnica realizada no admbito da Licitacdo Eletrénica n°
449/2026, apresentar os devidos esclarecimentos quanto aos requisitos apontados como “nao
evidenciados”.

Inicialmente, cumpre destacar que a analise técnica reconheceu o atendimento de diversos
requisitos técnicos, funcionais e documentais relacionados as solugdes ofertadas, inclusive quanto
a quantidade, modalidade, vigéncia, composi¢do das coleg¢des, suporte técnico, atualizacbes,
funcionalidades, interoperabilidade, capacitacdo operacional e demais caracteristicas técnicas dos
itens ofertados.

No entanto, alguns requisitos foram classificados como “nao atendidos” exclusivamente em
razdo da auséncia de evidéncia especifica na documentagao inicialmente apresentada,
conforme expressamente consignado na analise técnica. Nesse sentido, a NTI Brasil vem
apresentar as evidéncias oficiais complementares que demonstram o atendimento integral dos
requisitos.

| — DA COMPATIBILIDADE COM WINDOWS 11 (64 BITS) OU SUPERIOR E ACESSO VIA
NAVEGADOR

A analise técnica apontou como nao evidenciado o requisito de:

“Acesso via navegador (web app) e aplicativos desktop em Windows 11 (64 bits) ou superior.”
Contudo, o requisito é atendido pelas solugcbes Autodesk ofertadas.

A Autodesk disponibiliza documentacao oficial referente aos requisitos de sistema e compatibilidade
de suas solugbes, incluindo a compatibilidade com sistemas operacionais Windows 11 de 64 bits
ou superiores, bem como o acesso as solugdes por meio de aplicacbes web e aplicativos desktop,
conforme aplicavel a cada produto.

Como evidéncias oficiais, indicam-se:

Documentagao Oficial Autodeske
https://help.autodesk.com/view/DOCS/ENU/?guid=System Requirements ACC
https://www.autodesk.com/products/desktop-connector/product-details

Dessa forma, resta demonstrado que o requisito de compatibilidade previsto no Anexo | do Termo
de Referéncia é atendido pelas solugbes ofertadas.

Il - DA HOSPEDAGEM EM DATA CENTER, CERTIFICAGOES E REDUNDANCIA

A analise técnica classificou como nao evidenciado o requisito relativo a:

“Hospedagem em data center com certificagdo ISO/IEC 27001 (ou equivalente) e redundancia
geografica.”
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A documentacao oficial de seguranga da Autodesk Construction Cloud demonstra a adogéo de
padrdes reconhecidos de seguranga e conformidade, bem como a utilizagado de infraestrutura de
nuvem com controles de seguranga e disponibilidade compativeis com o ambiente corporativo da
solucao.

Conforme o Security Whitepaper — Autodesk Construction Cloud, a Autodesk adota padrbes
reconhecidos de seguranga, incluindo controles de seguranga e auditorias independentes
relacionadas a infraestrutura e aos servigcos em nuvem.

Além disso, a propria documentacao da Autodesk informa a evolugao de seus servigos € moédulos
para certificagdes reconhecidas internacionalmente, incluindo ISO/IEC 27001, ISO/IEC 27017 e
ISO/IEC 27018, conforme aplicavel aos servigos e ambientes correspondentes.

Security Whitepaper — Autodesk Construction Cloud

Security Standards and Compliancee Autodesk Construction Cloud has selected industry standard — SSAE-
16 AT 101 SOC 2 attestation to validate our security posture. Autodesk Construction Cloud is scheduled to be
included in Autodesk’s next annual SOC2 audit.» Once audited and certified, Autodesk Construction Cloud
will join BIM 360 modules and services as ISO 27001, ISO 27017 and ISO 27018 certified.

Assim, a documentacéo oficial apresentada constitui evidéncia de que a solugio esta inserida em
ambiente de nuvem corporativo, estruturado segundo padrdes internacionais de seguranca e
conformidade.

Il - DA CRIPTOGRAFIA DE DADOS EM TRANSITO E EM REPOUSO
A analise técnica apontou como nao evidenciado o requisito de:
“Criptografia de dados em transito (TLS 1.2 ou superior) e em repouso (minimo AES-256).”

Entretanto, o Security Whitepaper — Autodesk Construction Cloud comprova a adogao de
mecanismos de seguranga para protecdo dos dados.

A documentacéo oficial informa que as comunicagdes entre os clientes e os servigos de backend
ocorrem por meio de canais criptografados e que os servigos suportam conexdes TLS 1.2, com
conjuntos de cifras seguras.

Security Whitepaper — Autodesk Construction Cloud
Authentication and Encryption in Transit

Credentials consisting of user ID and password are required to access Autodesk Construction Cloud.
Credentials are secured during network transmission and stored only as a salted hash.Communication
between clients and backend services is over an encrypted channel to provide communication security. The
services are scanned regularly by industry-leading tools to ensure that they continue to meet the highest
standards. The services support TLS v1.2 connections with secure cipher suites.

Também sao adotados mecanismos de protecédo das credenciais e dos dados armazenados, com
controles de seguranga compativeis com ambientes corporativos e de infraestrutura em nuvem.
Portanto, o requisito de protecdo dos dados em transito e em repouso é atendido pela solugao
ofertada, conforme os mecanismos de segurancga oficialmente documentados pela Autodesk.

IV - DO SUPORTE A AUTENTICAGAO MULTIFATOR (MFA)

A analise técnica apontou como n&o evidenciado o requisito relativo ao:
“Suporte a autenticagdo multifator (MFA) para contas administrativas.”
O requisito é atendido.
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A infraestrutura e os ambientes da Autodesk utilizam mecanismos de autenticacdo multifator para
acesso administrativo e para controle de acesso aos ambientes de infraestrutura, conforme
demonstrado no Security Whitepaper — Autodesk Construction Cloud.

Security Whitepaper — Autodesk Construction Cloud

Facilities access control. Physical access is controlled at building ingress points by professional security staff
utilizing surveillance, detection systems, and other electronic means. Authorized staff utilize multi-factor
authentication mechanisms to access AWS data centers. Entrances to server rooms are secured with devices
that sound alarms to initiate an incident response if the door is forced or held open.

A documentacgao de seguranga da Autodesk descreve a utilizagdo de mecanismos de autenticagao
multifator para acessos privilegiados e administrativos aos ambientes de infraestrutura, contribuindo
para a protegao contra acessos n&o autorizados.

Assim, a solucao atende ao requisito de seguranca relacionado a autenticagao multifator.

V — DA CONFORMIDADE COM A LGPD E REGRAS DE CIBERSEGURANCA

A analise técnica apontou como nao evidenciado o requisito de:

“Conformidade demonstravel com a Lei Geral de Prote¢ao de Dados (Lei n° 13.709/2018) e regras
de ciberseguranca da Administracdo Publica.”

Todavia, a Autodesk possui documentagao oficial especifica sobre privacidade, protecdo de dados
e conformidade com a legislagao brasileira de protegdo de dados.
Nesse sentido, destacam-se:

Documentagao Oficial Autodesk
https://www.autodesk.com/company/legal-notices-trademarks/privacy-statement-br#info-use

Documento LGPD regras Brasileira:
https://damassets.autodesk.net/content/dam/autodesk/www/trust/2020/lgpd-fags.pdf

A documentacao demonstra o compromisso da Autodesk com a prote¢cao de dados pessoais, a
adocao de medidas de seguranca e o tratamento de dados em conformidade com a legislagéo
aplicavel, incluindo a Lei n® 13.709/2018 — Lei Geral de Prote¢cdo de Dados Pessoais (LGPD).
Dessa forma, o requisito de conformidade com a LGPD e com as boas praticas de ciberseguranca
€ atendido pela solugao ofertada.

VI — DA NECESSIDADE DE CONSIDERAGAO DAS EVIDENCIAS COMPLEMENTARES
A NTI Brasil ressalta que os requisitos acima ja eram atendidos pelas solucbes ofertadas no
momento da apresentagao da proposta.

A auséncia de mengao expressa ou de documentacao especifica sobre determinado requisito na
proposta comercial ndo significa que o produto ndo possua a funcionalidade ou ndo atenda a
exigéncia técnica.

No presente caso, trata-se de requisitos inerentes a infraestrutura, segurancga, compatibilidade e
conformidade da plataforma Autodesk, cuja comprovagcdo pode ser realizada por meio da
documentacao oficial do fabricante, conforme demonstrado pelas evidéncias ora apresentadas.

Importante destacar, inclusive, que a propria analise técnica reconheceu que a solugao ofertada
atende integralmente diversos requisitos técnicos e funcionais, tendo apontado os requisitos acima
como “nao evidenciados”, e nao como tecnicamente incompativeis com as exigéncias do Termo de
Referéncia.
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VIl - DO PEDIDO .
Diante do exposto, a NTI BRASIL SOLUGOES DIGITAIS LTDA requer:

a) o recebimento e a juntada da presente manifestagéo aos autos do Processo n° 1000000449;

b) o reconhecimento de que os requisitos relativos a compatibilidade com Windows 11 e acesso via
navegador, seguranca da informacédo, criptografia, autenticacdo multifator, hospedagem em
ambiente de nuvem e conformidade com a LGPD séao atendidos pelas solugdes Autodesk ofertadas;
c) a consideragao das documentagdes oficiais do fabricante apresentadas como evidéncias
complementares de atendimento aos requisitos técnicos;

d) a revisdo da conclusdo da analise técnica quanto aos requisitos classificados como “nao
evidenciados”, uma vez que a documentacio oficial do fabricante comprova o atendimento das
exigéncias previstas no Termo de Referéncia; e

e) o prosseguimento da analise da proposta da NTI Brasil, reconhecendo-se o atendimento integral
dos requisitos técnicos exigidos para o Lote 1.

A NTI Brasil permanece a disposigdo para apresentar quaisquer esclarecimentos adicionais ou
documentacao complementar que se faga necessaria.
Atenciosamente,

Americana, 27 de julho de 2026

Deocumento assinado digitalmente

b CAMILA OLIVEIRA SILVA
g » Data: 27/07/2026 16:32:48-0300

Verifique em https://validar.iti.gov.br

Camila Oliveira Silva — procuradora
RG: 35.048.349-8
CPF: 389.027.898-10
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PLANILHA DE ATENDIMENTO AS EVIDENCIAS APONTADAS

|Requisito

HStatus HEvidéncia

Compatibilidade:
Acesso via navegador
(web app) e aplicativos
desktop em Windows
11 (64 bits) ou superior.

ATENDE

Documentagao Oficial Autodeske
https://help.autodesk.com/view/DOCS/ENU/?guid=System Requirements ACC

https://www.autodesk.com/products/desktop-connector/product-details

Hospedagem em data
center com certificacdo
ISO/IEC 27001 (ou
equivalente) e
redundancia geografica.

ATENDE

Security Whitepaper — Autodesk Construction Cloud

Security Standards and Compliancee Autodesk Construction Cloud has selected
industry standard — SSAE-16 AT 101 SOC 2 attestation to validate our security
posture. Autodesk Construction Cloud is scheduled to be included in Autodesk’s
next annual SOC2 audit.® Once audited and certified, Autodesk Construction
Cloud will join BIM 360 modules and services as I1SO 27001, ISO 27017 and ISO
27018 certified.

Criptografia de dados
em transito (TLS 1.2 ou
superior) e em repouso
(minimo AES-256).

ATENDE

Security Whitepaper — Autodesk Construction Cloud

Authentication and Encryption in Transit

Credentials consisting of user ID and password are required to access Autodesk
Construction Cloud. Credentials are secured during network transmission and
stored only as a salted hash.Communication between clients and backend
services is over an encrypted channel to provide communication security. The
services are scanned regularly by industry-leading tools to ensure that they
continue to meet the highest standards. The services support TLS v1.2
connections with secure cipher suites.

Suporte a autenticagao
multifator (MFA) para
contas administrativas.

ATENDE

Security Whitepaper — Autodesk Construction Cloud

Facilities access control. Physical access is controlled at building ingress points by
professional security staff utilizing surveillance, detection systems, and other
electronic means. Authorized staff utilize multi-factor authentication
mechanisms to access AWS data centers. Entrances to server rooms are secured
with devices that sound alarms to initiate an incident response if the door is
forced or held open.

Conformidade
demonstravel com a Lei
Geral de Protecdo de
Dados (Lei n2?
13.709/2018) e regras
de ciberseguranca da
Administracdo Publica.

ATENDE

Documentagio Oficial Autodesk https://www.autodesk.com/company/legal-

notices-trademarks/privacy-statement-br#info-use

Documento LGPD regras Brasileira:
https://damassets.autodesk.net/content/dam/autodesk/www/trust/2020/lgpd-

fags.pdf
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INSTRUMENTO PARTICULAR DE PROCURAGCAO

Pelo presente instrumento particular de procuracdo, NTI BRASIL SOLUCOES DIGITAIS
LTDA., pessoa juridica de direito privado, inscrita no CNPJ sob o n.° 66.582.784/0001-11, com
sede na Avenida Geraldo Gobbo, n.© 278 - Anexo Comercial 01, Boa Vista - Americana/SP,
neste ato representada por seu administrador, Sr. JOSE VIRGILIO ROCCA DE ALMEIDA,
brasileiro, casado, portador da Cédula de Identidade RG n° 21.619.035-6 SSP/SP e inscrito no
CPF/MF sob o n© 135.299.138-12, doravante denominada OUTORGANTE, nomeia e constitui
sua bastante procuradora, Sra. CAMILA OLIVEIRA SILVA, brasileira, solteira, analista
administrativo, portadora do CPF n.° 389.027.898-10 e RG n.° 35.048.349-8, doravante
denominada OUTORGADA, para representa-la, ativa e passivamente, perante quaisquer 6rgaos
da Administracao Publica direta e indireta, especialmente para:

1. Elaborar e Assinar Documentos: Preparar, assinar e protocolar todos os documentos
necessarios para a participacdo em processos licitatorios, inclusive propostas,
declaracdes e certidOes.

2. Participar de Sessdes Publicas: Comparecer as sessOes publicas de licitagdo,
apresentar propostas, lances e participar de julgamentos, seja presencial ou
eletronicamente.

3. Receber NotificacOes: Receber notificagbes, intimagbes e demais comunicagdes
relativas aos processos licitatorios.

4. Assinar Contratos: Celebrar contratos administrativos e demais documentos
necessarios a execugao do objeto da licitagdo.

5. Recorrer e Defender Interesses: Interpor recursos e defender os interesses da
OUTORGANTE em qualquer fase do processo licitatorio e na execugdao dos contratos.

A presente procuracdo é outorgada exclusivamente para representacdo da OUTORGANTE
perante quaisquer 6rgdos da Administracdo Publica direta e indireta, inclusive autarquias,
fundagGes, empresas publicas, sociedades de economia mista e entidades do Sistema S,
podendo a OUTORGADA praticar todos os atos necessarios a participacdo em processos
licitatérios, bem como a celebragdo, execugdo e acompanhamento dos contratos administrativos
deles decorrentes.

Fica vedado o substabelecimento, salvo autorizacdo expressa da OUTORGANTE.

A presente procuracdo tera validade até 31 de dezembro de 2026, salvo revogacdo anterior, e
sera valida mediante reconhecimento de firma por autenticidade ou assinatura digital, conforme
aplicavel.

Americana, 16 de marco de 2026

TJosé Virgilio- Rocea de- Almeidn

José Virgilio Rocca deYdmeida (17/03/2026 12:01:22 ADT)

JOSE VIRGILIO ROCCA DE ALMEIDA
Administrador Legal
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INntroduction

Autodesk Construction Cloud® is a cloud-based design and construction project
management platform designed to improve performance across a project’s lifecycle.
As a secure, cloud-based platform, Autodesk Construction Cloud offers the benefits

of collaboration in the design and construction space while safeguarding customer
data. Autodesk Construction Cloud is designed and built using best-in-class cloud
software practices and powered by Amazon Web Services (AWS), the world’s leader in
cloud infrastructure. We have designed our services to be scalable and secure, thus
providing our customers with a resilient and safe application. We know our customers’
business is relying on us and we take that responsibility seriously.

Document Purpose and Scope

What is included What is excluded
The scope of this whitepaper includes all The scope of this whitepaper
modules and services in the following: excludes the following:

» Autodesk Docs e Assemble

e Autodesk Build (including PlanGrid + BuildingConnected

Build)
» Autodesk Takeoff
e Autodesk BIM Collaborate

e Autodesk BIM Collaborate Pro
(including Revit® Cloud Worksharing,
Collaboration for Civil 3D®, and * BIM 360 Plan
Collaboration for Plant 3D®) « BIM 360 Ops

e Pype

* ACC Connect
e BIM 360 Field
e BIM 360 Glue

e BIM 360 Team

For more information on security
practices for Autodesk products, visit
the Autodesk Trust Center.



https://www.autodesk.com/trust/overview
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Cloud Services

The Cloud Services' team is responsible for defining and executing
procedures for application release management, hardware and operating
system upgrades,system health monitoring, and other activities required

for the maintenance of Autodesk Construction Cloud.

High Availability

Our commitment to high availability enables
customers to enjoy the full power of Autodesk
Construction Cloud. To achieve high availability,
Autodesk Construction Cloud employs redundant
systems in its supporting infrastructure and
distributes the load across a scalable fleet of
instances. The Autodesk Construction Cloud

system consists of several web/application servers,
background job processing systems, report execution
systems, and data stores and file storage.

e Fach Autodesk data storage location is spread across
multiple AWS regions and Availability Zones (AZ). Each
AZis an independent physical data center within a
territory, so the use of multiple AZs shields Autodesk
Construction Cloud applications from outages.

e Customers using in scope Autodesk Construction
Cloud products may choose to primarily store their
Autodesk Construction Cloud project data in either the
US, Europe or Australia regions. The primary storage
location for project data (sometimes referred to as
“Covered Content”) is the data storage center that
hosts your account. Project data includes project files,
models, drawings, data sets, images, documents or
similar materials submitted or uploaded to our service
by the Customer or the Customer’s authorized users
and the specific output generated from the Service
based on the Customer’s own raw data or information,
plus the associated metadata of the project file that is
not binary or in the design object itself, for example,
personal data (e.g., author name, emails), time stamp
and activity stream.

1. The terms “cloud service team”, “cloud infrastructure team”, and
“cloud operations team” all denote the same team at Autodesk.

Business Continuity and Data Center Redundancy

Autodesk has a Business Continuity Plan and

a disaster recovery process that relies on AWS
Availability Zones (AZ). To support the process,
Autodesk Construction Cloud is deployed across
multiple AWS Availability Zones (AZ). Each AWS AZ
isin a separate physical data center, and data is
replicated between them. As part of deployment
across multiple AWS AZs, redundant electrical power
systems are installed to maintain 24/7 operations,
with uninterrupted power supply (UPS) and
generators for long-term backup power if an outage
occurs. A redundant, multi-vendor system is used to
maintain Internet connectivity to each of AWS’s data
centers.

Data Replication

Customer data is replicated between data centers
in separate locations. Replication prevents the
possibility of data loss or delay in service if failover
to a backup data center is required. Data is usually
replicated within 15 minutes. In addition, separate
database backups are taken at least daily.



Physical Infrastructure Security

Autodesk Construction Cloud applications run

in secure data centers owned and powered by
Amazon AWS. AWS data centers are protected from
unauthorized physical access and environmental
hazards by a range of security controls.

* Facilities access control. Physical access is controlled
at building ingress points by professional security
staff utilizing surveillance, detection systems, and
other electronic means. Authorized staff utilize multi-
factor authentication mechanisms to access AWS
data centers. Entrances to server rooms are secured
with devices that sound alarms to initiate an incident
response if the door is forced or held open.

* Video surveillance. Physical access points to AWS
server rooms are recorded by Closed Circuit Television
Camera (CCTV). Images are retained according to legal
and compliance requirements.

* Fire prevention. AWS data centers are equipped with
automatic fire detection and suppression equipment.
Fire detection systems utilize smoke detection sensors
within networking, mechanical, and infrastructure
spaces. These areas are also protected by suppression
systems.

e Climate controls. AWS data centers use mechanisms
to control climate and maintain an appropriate
operating temperature for servers and other hardware
to prevent overheating and reduce the possibility
of service outages. Personnel and systems monitor
and control temperature and humidity at appropriate
levels.

Operations Incident Management

Autodesk Construction Cloud has an incident
management policy that defines best practices

for driving incident resolution. The operations
incident management process is guided by the
Information Technology Infrastructure Library (ITIL)
Version 3 framework. The Autodesk Construction
Cloud incident management policy emphasizes
logging incident remediation steps and performing
root cause analysis to build a knowledge base of
actionable procedures. The goal of the policy is not
only to quickly and effectively close incidents, but
also to collect and distribute incident information so
that processes are continuously improved and future
responses are driven by accumulated knowledge.
Please visit the Autodesk Trust Center for more
details.

Patch Management

The Cloud Services team follows the Autodesk patch
management policy to help ensure effective patch
deployment. Where possible, automation is in place
to check for new patches and prepare deployment
lists that are approved by authorized Cloud Services
personnel. The Autodesk Construction Cloud
patching policy also defines criteria for determining
the impact of a patch on systems stability. If a patch
is identified as having a possibly high impact, Cloud
Services personnel complete thorough regression
testing before deploying the patch. The Cloud
Services team tracks the deployment of patches

to production systems. Quality Assurance includes
automated and manual testing that spans the entire
development and deployment process.
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Change Management

The Cloud Services team has a change management
policy, which includes the following processes and
procedures:

* Request For Change (RFC). All changes made
to systems supporting the application follow a
formalized change management process (evidence
is available through a change ticket/RFC with
appropriate sign-offs)

* Backout plans. The Cloud Services team creates
detailed backout plans prior to deploying a change so
that they can restore system state if a change causes
a service disruption. Backout plans include executable
instructions, defined in scripts, that restore system
state with minimal manual steps.

¢ Defined maintenance windows. The Cloud Services
team specifies scheduled, emergency, and extended
maintenance windows. They schedule planned
maintenance during off-peak hours.

* Test plan. The Cloud Services team defines a set of
tests to verify that functionality is accessible after the
deployment of a change.

* Staging environment. A staging environment,
that mirrors the layout of the production system,
is maintained. All changes to the production
environment are first deployed to the staging
environment. Extensive testing, including functional
testing, is performed prior to promoting changes from
the staging to the production environment.

* Test execution. Once deployment is complete, the
Cloud Services and Product QA teams execute the
tests to check that at-risk functionality remains
available.

Capacity Management

Over the course of time, Autodesk Construction
Cloud resource needs may change based upon
customer demand. Autodesk engineers carefully
assess Autodesk Construction Cloud needs for
Cloud resources and leverage resource usage
instrumentation and Cloud Infrastructure elasticity.
Autodesk Construction Cloud resource usage is
collected at frequent intervals across a range

of infrastructure components, including virtual
instances, virtual storage volumes, and virtual
network devices. Usage statistics are stored for
analysis and may also be used to proactively
scale the virtual instances up or down based upon
customer demand.

Performance & Scalability

To provide a high level of availability, performance
and load tests are executed throughout the
software development lifecycle. Current and historic
availability together with upcoming scheduled
maintenance are reported on the Autodesk Health
Dashboard.



https://health.autodesk.com
https://health.autodesk.com

Autodesk Construction Cloud Operational
Security Controls

Autodesk has several security controls on Autodesk
Construction Cloud products to prevent unauthorized
access to customer accounts and data.

* Background checks. Autodesk requires background
checks (where applicable) for employees before they
are granted access to the computing resources and
support systems used by Autodesk Construction
Cloud.

* Access Management. Autodesk has defined access
management policies and processes. These policies
and processes address the provisioning of accounts,
limiting access to Autodesk information and systems
only to the extent necessary to perform assigned job
responsibilities, and timely termination of access. The
Autodesk Access Management policies are reviewed at
least annually by the Autodesk Security team.

* Test execution. Once deployment is complete, the
Cloud Services and Product QA teams execute tests to
check that functionality identified as at-risk remains
available.

* Administrative functionality. Autodesk Construction
Cloud administrative tools provide a flexible way
for administrators to manage users, role-based
permissions, and other access controls for end users.

* Redundant technologies. Redundant technologies
such as load balancers and clustered databases limit
single points of failure.
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Autodesk Construction
Cloud Engineering

The Autodesk Construction Cloud Engineering team is responsible for designing,
implementing, and testing Autodesk Construction Cloud applications. The design,
coding, testing, and maintenance of Autodesk Construction Cloud is based on a
software development process that includes security processes as needed.

During the design stage, detailed design documents of user stories are produced and
are reviewed by architects to assess functionality and scalability of the design. The
design phase uses a joint application design process where architects and software
engineers assess the functionality, scalability, and performance characteristics of the
user stories.

During implementation, engineers and architects conduct peer code reviews in order
to detect deviations from Autodesk Construction Cloud application development
practices.

All code produced during the process includes unit testing, integration, and QA
verification. No new release is complete until quality assurance personnel verify the
acceptance criteria.

As part of the development lifecycle, Autodesk Construction Cloud’s performance
team conducts load tests throughout the development sprints to catch changes that
negatively affect performance as early in the process as possible.



Employee Training

Autodesk makes available general information security policy and awareness
training to all its employees and contingent workers on a periodic basis. Additionally,
employees are required to read, understand, and take a training course on the
company’s Code of Conduct. The code requires every employee to conduct business
lawfully, ethically, with integrity, and with respect for each other and the company’s
users, partners, and competitors.

Autodesk employees are required to follow the company’s guidelines regarding
confidentiality, business ethics, appropriate usage, and professional standards.
New employees must sign a confidentiality agreement. New employee orientation
emphasizes the confidentiality and privacy of customer data.

To implement security best practices, each development team works closely with
a dedicated Security Champion. Specialized training is mandatory for Security
Champions. In addition, Autodesk provides all engineers access to Secure
Development Life Cycle training. Engineers can work towards the (ISC)2 Software
Security Practitioner Certification.

In addition, Autodesk provides various training exercises and brown bag meetings
regularly for its employees including regular mock phishing exercises.
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Autodesk Construction Cloud
Product Security Controls

Autodesk Construction Cloud has built-in security features that allow customers
to create detailed identity and access management policies. The Customer’s
administrators and users can use Autodesk Construction Cloud’s security tools to
manage ownership of their workspace, documents, and set sharing permissions.

Authentication and Encryption in Transit

Credentials consisting of user ID and password are
required to access Autodesk Construction Cloud.
Credentials are secured during network transmission
and stored only as a salted hash.

Communication between clients and backend
services is over an encrypted channel to provide
communication security. The services are scanned
regularly by industry-leading tools to ensure that
they continue to meet the highest standards. The
services support TLS v1.2 connections with secure
cipher suites.

Encryption at Rest

All Autodesk Construction Cloud customer uploaded
files are stored in the cloud on encrypted storage.
The storage solution uses 256-bit advanced
encryption (AES-256), one of the strongest block
ciphers available. The entire encryption, key
management, and decryption process is inspected
and verified internally on a regular basis as part of
our existing audit process.

Administrative Controls

Autodesk Construction Cloud provides customer
administrators with security features for creating
identity and access management policies.

* Provisioning users. Administrators can create and
deactivate users.

e Using role-based security. Autodesk Construction
Cloud roles allow administrators to customize access
control levels, to provide fine grained controls to
restrict access. A role is a collection of permissions to
data and functionality that relate to a job function

By providing a flexible way of assigning permissions-
based on roles, Autodesk Construction Cloud adheres
to the principle of least privilege, which requires that
each user’s access to data and functionality be limited
to what they need to complete their assigned tasks.

User Control

Users can control access to the items, reports, and
files they own with exception to administrative
restrictions. Users can also use file versioning to
restore previous versions of files they have attached
to workspace items.

Identity Federation Standards

Autodesk Construction Cloud supports Single Sign
On (SSO) with customer systems for all users.



Cloud Security

Our dedicated Autodesk Security team is focused on identifying and enforcing security
within the Autodesk Construction Cloud environment. Their responsibilities include:

Reviewing the security posture of Autodesk’s cloud infrastructure
design and implementation.

Defining and ensuring implementation of security policies, including identity and
access management, password management, and vulnerability management.

Driving compliance with established security procedures by conducting
internal reviews and audits.

Identifying and implementing technologies that secure customer information.
Engaging third-party security experts to conduct security assessments as needed

Monitoring cloud services for possible security issues and responding
to incidents as needed.

Vulnerability Scans, Penetration Testing, Security Standards and Compliance
and External Audits * Autodesk Construction Cloud has selected industry

Autodesk’s Security team conducts regular
security scans and penetration testing of

standard —SSAE-16 AT 101 SOC 2 attestation
to validate our security posture. Autodesk
Construction Cloud is scheduled to be included in

Autodesk Construction Cloud services that are Autodesk’s next annual SOC2 audit.

in scope for SOC2 certification. Security scans
and penetration testing cover a wide range

e Once audited and certified, Autodesk Construction
Cloud will join BIM 360 modules and services as

of vulnerabilities defined by the Open Web IS0 27001, IS0 27017 and IS0 27018 certified.
Application Security Project (OWASP) and SANS

Top 25 as a part of SOC2 certifications.

For more information on the latest attestation
status of Autodesk Construction Cloud and related

Network Security services, please review the “Compliance” section

Network security is enforced using a
combination of physical and logical controls,

on Autodesk Trust Center.

Privacy

including encryption, firewalls (physical or

logical), and hardening procedures. Stand-
alone hardware firewalls are deployed at the
perimeter of Autodesk’s cloud environment.
All ports are blocked, except those required to
serve customer requests.

Autodesk is transparent on how customers’
personal data is collected and used. Read the
Autodesk Privacy Statement to learn more.
You can also reference the Privacy section of
the Autodesk Trust Center.

11


https://damassets.autodesk.net/content/dam/autodesk/www/pdfs/C1348-ISMS500-C2-01-24-SC.pdf
https://damassets.autodesk.net/content/dam/autodesk/www/pdfs/C1349-ITCS15-C2-01-24-SC.pdf
https://damassets.autodesk.net/content/dam/autodesk/www/pdfs/C1350-ITPII15-C2-01-24-SC.pdf
https://www.autodesk.com/trust/compliance
https://www.autodesk.com/trust/compliance
https://www.autodesk.com/company/legal-notices-trademarks/privacy-statement
https://www.autodesk.com/trust/privacy
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Resources

The following resources provide general information about Autodesk and additional
information on topics referenced in this document.

e To learn more about Autodesk, please visit: http://www.autodesk.com.

e For more information on our comprehensive security framework, please
visit: https://www.autodesk.com/trust/security.

e Autodesk Construction Cloud applications are hosted in AWS. As such, security and
infrastructure are a shared responsibility between Autodesk and Amazon. For more
information about Amazon security, please review these resources:

* AWS Compliance
* AWS Data Center Controls

e AWS Shared Responsibility Model

The information contained in this document represents the current view of Autodesk, Inc. as of the date of
publication, and Autodesk assumes no responsibility for updating this information. Autodesk occasionally makes
improvements and other changes to its products or services, so the information within applies only to the version
of Autodesk Construction Cloud offered as of the date of publication.

This whitepaper is for informational purposes only. Autodesk makes no warranties, express or implied, in this document,
and the information in this whitepaper does not create any binding obligation or commitment on the part of Autodesk

Without limiting or modifying the foregoing, Autodesk Construction Cloud services are provided subject to the
applicable terms of service located at https://www.autodesk.com/company/terms-of-use.

Autodesk, the Autodesk Logo, Autodesk Construction Cloud, Civil 3D, Plant 3D, and Revit are registered trademarks of
Autodesk, Inc., and/or its subsidiaries and/or affiliates in the USA and/or other countries. All other brand names, product
names, or trademarks belong to their respective holders. Autodesk reserves the right to alter product and services
offerings, and specifications and pricing at any time without notice, and is not responsible for typographical or graphical
errors that may appear in this document. © 2020 Autodesk, Inc. All rights reserved.


https://www.autodesk.com/company/terms-of-use
http://www.autodesk.com
https://www.autodesk.com/trust/security
https://aws.amazon.com/compliance/
https://aws.amazon.com/compliance/data-center/controls/
https://aws.amazon.com/compliance/shared-responsibility-model/
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Autodesk is changing how the world is
designed and made. Qur technology spans
architecture, engineering, construction,
product design, manufacturing, media, and
entertainment, empowering innovators
everywhere to solve challenges big

and small. From greener buildings to
smarter products to more mesmerizing
blockbusters, Autodesk software helps our
customers to design and make a better
world for all. For more information visit
contruction.autodesk.com.
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